
 

AWS Backups – Info for Clients   01/09/2021 
Version 1.0 

AWS Backups – Info for Clients 

Purpose 

The purpose of this document is to describe the various backup processes that may be in place or 

available to Alpha Tracker clients depending on their server, with special emphasis on AWS (Amazon 

Web Services) servers. 

All Alpha Tracker Clients 

All Alpha Tracker clients benefit from, or can benefit from, a database backup to an Amazon S3 

bucket, ie to a cloud server, to safeguard their data. Where possible and unless specifically 

instructed otherwise, we set up this database backup for all Alpha Tracker clients. 

The backup occurs every day, at around midnight, and is kept for one year. Regular audits check that 

these backups are taking place. 

As these are database backups, they only include the record set. They do not, for example, include 

any of the documents, photos or other files that you may have stored in any folders. 

AWS Servers Provided by Us 

If you have an AWS server that we have provided, then your data is further backed up by EBS (Elastic 

Block Store) snapshots. You will have the Amazon S3 database backup referred to above as well as 

these snapshots. 

The snapshots copy the entire virtual server, so the database and all files are included. The 

snapshots occur every day and 14 days of snapshot backups are kept. 

In the event of system failure, ransomware, malware, virus etc, the snapshots can be used to restore 

the full system quickly and can minimise the impact on your business – typical restores take less 

than an hour. 

Security of your data and backups is very important to us. With an AWS server, your data is stored in 

Amazon AWS UK datacentres, which are some of the most secure in the world. You can read about 

the Amazon AWS security infrastructure here. 

AWS Servers Not Provided by Us 

If you manage your own AWS server, then we do not arrange any snapshots for your server. You are 

advised to set up and manage your own snapshots. 

Other Servers 

There are other options available if you use FastHosts or other servers. For example, we can offer to 

install VEEAM® to FastHosts servers that either we or you manage. Please see the information sheet 

“Backing Up & Restoring With VEEAM®” for more details. 

For any other client-provided server, we install LiveDrive to back up crucial Alpha Tracker files only. 

You are responsible for backing up your own servers. Should the system fail, a full re-install of Alpha 

https://aws.amazon.com/security/


 

AWS Backups – Info for Clients   01/09/2021 
Version 1.0 

Tracker is needed and then the backup of the data can be restored. This process is much lengthier 

than when EBS snapshots or VEEAM® are employed and so could have a greater impact on your 

business. 

Summary 

Server 
 

Backup What When 

All servers 
(where possible) 
 

Amazon S3 Database only Every day 

AWS  
(managed by Start) 

EBS Snapshot Entire virtual server Every day 
(more frequently is 
possible at an extra 
charge) 

AWS 
(your own) 

You arrange and manage your own snapshots/backups 

FastHosts 
(managed by Start) 

VEEAM® 
(optional, available at 
an extra charge) 

Entire server Every day 

FastHosts 
(your own) 

VEEAM® 
(optional, available at 
an extra charge) 

Entire server Every day 

Any other server 
(your own) 

LiveDrive Crucial Alpha Tracker 
files only 

Every day 

 

 


